DEPARTMENT OF MENTAL HEALTH/MENTAL RETARDATION SERVICES
PRIVACY PRINCIPLES

Believing that the Department must focus on the attitudes and behavior of all members of its workforce to
achieve a healthcare delivery environment and culture that is conscientious, thorough and keenly aware of its
responsibility in protecting privacy rights and the confldentlallty of health information, these basic principles are
adopted as guidance for our actions. '-;i_.y
SR
1. Right to Privacy: Privacy is the right of an mdntfdual to be left alone. It includes freedom from intrusion or
observation into one’s private affairs, the right to;mam&m control over certain personal information.
Individuals have a basic right to informational prg(acy &hd confidentiality, and to control what information is
used or shared with others
a. To this end, for all uses and discloses of hea]th ormatlon all staff must ensure that such actions
comply with Department HIPAA policies, baSed pon the individual circumstances of the use/disclosure.
b. Any access, use or disclosure of protected heaIth information shall be limited to that information that is
minimally necessary for the need and/or purgose.
d ®

4 F
2. Consumer Control: Consumers of Department s,erviﬁ'es shall always be the first consideration.
a. Individuals have a right to request access, td ceﬁy, amend and/or correct their personal health
information in a timely manner.
b. Individuals have a right to control access to &ndo_know who has accessed their individual health
information, and for what reason.
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3. Informed Consent: Individuals shall be informed of the information being collected from them, and the
purpose for which it will be used; and be given the opp@rtumty to accept, reject or modify the information. The
general rule is that information collected for one purpose must not be used for another purpose without the
individual's authorization. Individually identifiable healtﬁjnformatlon shall not be used/disclosed without specific
legally adequate authorization signed by the individual 0!; his/her legal guardian, except:
a. To provide health care treatment 5 | -
b. For purposes of payment for services for theﬁhﬂMdual
c. For purposes of quality assurance, Ilcensmg7 and ’accredltatlon or other comparable department
operations. "‘
d. For purposes of research which has been approved by the Cabinet for Health Services Institutional
Review Board. Securing individual authorlzatwmts preferable.
e. When required by Kentucky statute, regulatlon court or governmental agency order.

4. Provision of Notice: Individuals shall be mformeﬁ anut the Department’s privacy practices and how their
health information will be used/disclosed and by or to Wﬁém

5. Data Security: Records containing health mformglon that makes an individual identifiable shall be created,
stored, maintained, used, transmitted, collected, and ,@issemmated in a secure environment. A secure
environment is one that promotes confidentiality and integrity without compromising the availability of

information. PRy
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6. Law Enforcement: The Department shall not dlsclbse individually identifiable health information to law
enforcement officials, or parties to a lawsuit, without f|r§t being presented with a warrant, subpoena, and court
order. i

7. Complaints and Sanctions: Individuals have a ri iht to file a complaint about privacy issues. Individuals
harmed by the abuse or misuse of their protected health information shall be afforded individual redress. Strict
penalties shall be imposed on those who misuse protécted health information of others.

8. Responsibility and Support: The Department, its staff and its business associates have a responsibility to
educate themselves and individuals receiving services on issues related to these principles. To this end, these
entities shall have security/privacy/confidentiality polices, procedures and regulations in place to support these

principles.
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